ABSTRACT Graphs can be used as a model for online social networks. In this framework, vertices represent individuals and edges relationships between individuals. In recent years, different approaches have been considered to offer data privacy to online social networks and for developing graph protection. Perturbative approaches are formally defined in terms of perturbation and modification of graphs. In this paper, we discuss the concept of P-stability on graphs and its relation to data privacy. The concept of P-stability is rooted in the number of graphs given a fixed degree sequence. In this paper, we show that for any graph there exists a class of P-stable graphs. This result implies that there is a fully polynomial randomized approximation for graph masking for the graphs in the class. In order to further refine the classification of a given graph, we introduce the concept of natural class of a graph. It is based on a class of scale-free networks.
I. INTRODUCTION
Data privacy has become an important research topic due to the pervasiveness of data. Its origin is in the area of statistics [7] and appeared with the objective of protecting the data from census and surveys. Much later, the data mining community also turned to this topic (see [2] ). Its motivation was the need for companies to ensure privacy levels and at the same time permitting the use of the data for model building. The fields of statistical disclosure control and privacy preserving data mining have developed methods for data protection, and also measures for the evaluation of disclosure risk and information loss (data utility) of protected data.
In recent years, the use of social networks has increased largely. Researchers are interested on the data gathered in social networks, and this has fostered the development of data mining tools for extracting relevant information from the data and the development of methods for the protection of sensitive data. Data mining algorithms [1] , [5] , indices (see [8] , [19] ) and statistics have been defined and computed to analyse the networks.
Online social networks can be represented by means of graphs. There exist several methods for the protection of graphs. Some of them [21] transform the original graph to a k-anonymous one (see [27] for a discussion on k-anonymity for graphs). This is achieved by means of a modification of the edges of the original graph as in [21] , or constructing supernodes that collaps a set of the vertices in the original graph. This is the case in [4] , [15] , and [26] .
Others construct the protected graph by means of a perturbation of the original graph, but without requiring this new graph to satisfy k-anonymity. Randomization methods [16] , which modify the edges of the original graph, belong to this class of methods.
Finally, there are methods [22] that focus on the content attached to the vertices of the graph.
The last type of methods have as their objective to avoid attribute disclosure. The former, to avoid identity disclosure. k-Anonymity avoids identity disclosure making at least k nodes indistinguishable. Perturbation avoids identity disclosure changing the graph so that the node most similar to the one of the intruder is not the one being looked for. Re-identification algorithms through record linkage is the most common way to measure identity disclosure risk [27] , [28] , [31] .
In any of these cases, when the topology of a graph is perturbed by means of edge modification two questions are important.
• Given a degree sequence, generate a random graph following a uniform distribution over the possible graphs.
• Given a graph with a degree sequence, investigate the number of graphs with this degree sequence or a so called near degree sequence. The first question is relevant because we can use such algorithm to replace the original graph by a random one, or to replace a k-anonymous degree sequence. In this case, it is convenient that the new graph is drawn from a uniform distribution and not from a distribution that is somehow biased to certain graphs. The second question is important as the more graphs we have with similar degrees, the less the risk of disclosure.
These two issues are related to P-stability, a concept introduced in [17] and [18] . In this paper we discuss some relationships between P-stability and data protection for graphs. We will show that the concept is relevant for data protection, and we will present some results about the construction of P-stable sequences.
In particular, we review the conditions in the literature that show when a class of graphs is P-stable. Then, we show that some graphs in real applications do not satisfy the conditions of P-stability. We will prove however, that given any graph we can build a class of P-stable graphs that includes the given graph. This implies that the results on algorithms for P-stable sequences can also be applied for the graphs that are not compliant with the conditions in the literature. As algorithms for P-stable graphs are efficient, this is, in principle, a good result.
However, this general result is not completely satisfactory. This is so because the graphs in which we embed them can be of a different structure that the one given. So, when we embed a given real graph into a class not all classes are equally valid. We need to find one that has relevant similarities.
Because of that we introduce in this paper the concept of natural class of a given graph. This class is defined in terms of scale-free graphs. The goal is to find a class of scale-free graphs with the same parameter as the given graph.
The structure of the paper is as follows. In Section 2 we present some preliminaries that are needed in the rest of the paper. In Section 3 we present some results on scale-free networks needed in the context of P-stability. In Section 4 we give new results about P-stability. We prove that for any graph there is a P-stable class and we define the concept of natural class of a given graph. The paper finishes with some conclusions.
II. PRELIMINARIES
Let G = (V , E) be a graph, where V = {1, . . . , n} is the vertex set and E ⊂ V × V is the edge set. When undirected graphs are considered, for any e ∈ E such that e = (a, b) we force that a ≤ b. Not allowing loops is equivalent to not allowing edges of the form (a, a). G = (V , E) is a multigraph when V is as before a vertex set and E is a multiset of edges. That is, an edge (a, b) can appear more than once in E.
The degree d i of a vertex i ∈ V is the total number of edges at vertex i. The sequence (d 1 , . . . , d n ) is the degree sequence of G. According to what is custom for undirected graphs, when loops are allowed, a loop counts as two edges.
A graph is a scale-free network if the degree distribution follows a power law. This is formally defined below.
is the probability of a node having k connections, follows a power law for a parameter γ . That is,
It is said that many real networks are scale-free with typical values of γ in the interval [2, 3] . In scale-free networks a few nodes have a very large number of edges (e.g., connected to more than half of the vertices in the graph).
Given 
Given a sequence d, we define G (d) as the set of graphs that are near to G(d). This is formalized below.
Definition 2 ([17] , [18] ): Let d be a degree sequence, we define the set of sequences near to d by
and, then, we define the set of graphs near to G(d) by
Definition 3 ([17] , [18] ) : We say that a class of sequences is P-stable if there exists a polynomial p such that
There are a few results characterizing P-stable sequences. We review some of them here. Given a degree sequence d of VOLUME 4, NO. 3, SEPTEMBER 2016 a graph with n vertices, we use (d), δ(d), and e(d) defined as follows: 
where δ and are defined as above, is P-stable. Theorem 4 [18, Th. 8.3] : The class of all graphs with degree
where δ, , and e are defined as above, is P-stable. There are some results for P-stable graphs that are of interest in data protection. In particular, [17] studies the random selection (according to a uniform distribution) of a graph from the set of graphs that have a certain degree sequence. In particular, the following theorem shows that good algorithms exist for degree sequences belonging to P-stable classes.
Theorem 5 [17, Th. 2.2]: There is a fully polynomial almost uniform generator for G(d) provided the degree sequence d is drawn from some P-stable class.
The previous result implies that we easily (polynomically) can count the cardinality of the set |G(d)| if the degree sequence d is drawn from some P-stable class. This is shown in the following result.
Theorem 6 [17, Th. 2.4]: There is a fully polynomial randomised approximation scheme for |G(d)| provided the degree sequence d is drawn from some P-stable class.

A. NON-COMPLIANT P-STABLE GRAPHS
There exist classes of sequences that are not P-stable. As an example, [17] proves that the class of sequences d (k) of the form
This is because the ratio |G(d )|/|G(d)| is exponential in k and, hence, in n = 2k (the number of vertices). Exponentiality of
See the proof in [17] .
In this case, Theorems 2, 3, and 4 do not apply.
In practical applications, when we have a single graph, if the equations in Theorems 2, 3, and 4 hold, it is clear that the graph belongs to a P-stable sequence and then Theorems 5 and 6 apply. However, if this is not the case, we can ask ourselves if there is still a P-stable sequence that includes our graph, or whether there is no such sequence. In addition, we can also consider how often the equations fail for graphs. We try to answer these questions in this paper. The first question is discussed in Section 4.
With respect to the second question, we have selected seven graphs from the literature on data privacy and we show that six of them fail at least one of the Equations above, and four of the graphs fail all the equations.
These graphs have been used as a benchmark for studying data privacy methods for graphs, and to evaluate their information loss and disclosure risk. The number of vertices and edges of these seven graphs, as well as a reference, are given below.
• Jazz [13] Table 1 summarizes the study of the degree sequences of these graphs. It can be seen that only one data set satisfies all conditions (Football). We have also the following.
• Fail condition of Th. 2: jazz, karate, erdos971, celegans, caida
• Fail condition in Th. 3: jazz, karate, erdos971, urvemail, celegans, caida
• Fail condition in Th. 4: jazz, karate, celegans, caida So, four well known graphs in the literature fail to satisfy all the equations above about P-stability. Therefore, the issue of whether these four graphs belong to a P-stable class is still open. We further discuss this issue in Section 4.
In addition to the graphs discussed here, it is easy to see that some scale-free graphs with a few vertices with a very large number of edges also fail to satisfy all these three conditions. Let us consider a star-type graph with 101 vertices. 100 edges connect a central vertex with all the others. Therefore, = 100, δ = 1, and e = 100. It is easy to 
EMERGING TOPICS IN COMPUTING see that
• 100 < 100 2 − 100 (Condition of Th. 2 fails)
In contrast to them, graphs generated using the Barabasi algorithm [3] using the package igraph [6] of R do usually satisfy at least one of the equations of the theorems above. For example, we experimentally found that for graphs with 1000 nodes generated with the barabasi.game with m = 1, 2, 3 and 20 the equation of Theorem 3 is always satisfied.
III. RESULTS ON SCALE-FREE NETWORKS FOR P-STABILITY
In this section we present some results on scale-free graphs. We are interested on the determination of e, δ, and of a scale-free graph of 2n vertices from the values e, δ, and of a scale-free graph of n vertices with the same parameter. As we show later with an example, these results can be used to study and define families of graphs that are P-stable.
Let us consider a scale-free graph with n nodes. Let us presume that P(k) ∼ k −γ for a given γ . Recall that we typically have γ ∈ [2, 3] . Then, we have that the distribution on the degrees follows a distribution proportional to (1 −γ , . . . , i −γ , . . . , (n − 1) −γ ), or, equivalently, that follows the distribution:
Note that we consider here that there are no nodes with degree zero, and as there are n nodes, the maximum degree is n − 1.
Let us consider an analysis of this type of graphs. We will presume that non integer numbers are allowed in the computations. This is, of course, in general not possible unless we consider fuzzy or weighted graphs [11] , [24] . We will use this assumption because we consider graphs of arbitrary and very large sizes so we can approximate the numbers as well as we want. In addition, we may also consider weighted fuzzy graphs.
As there are n nodes, we consider n · P(1) nodes with degree 1, n · P(2) nodes with degree 2, and, in general, n · P(i) nodes with degree i. In short if N (i) is the number of nodes with degree i we have
We will denote a graph of n nodes of this family by G n .
Given a graph G n of this family the number of edges is
The expression
Using this function we can write e(G n ) for γ > 2 as follows
The degree sequence of G n will be
where i a means that there are a nodes with degree i. For this graph δ(d) = 1 (if the graph is a connected graph), and
As the function N (k) is monotonic decreasing on k, we can consider in (d) the equality
which is satisfied for i as follows:
Then, as i (d) is in general not an integer, we have that
For illustration, if we consider γ = 2.3 and n = 100, we have that i = 6.338192 and i (d) = 6.
Let us consider the degree sequence d constructed using the approach above with n nodes and a given γ for a large VOLUME 4, NO. 3, SEPTEMBER 2016 number of nodes. Let d the degree sequence using the same approach but with n = 2n nodes and the same γ . Then, for large values of n, we have the following
Thus, when we move from a graph of n nodes to another of 2n nodes we have that the number of edges is multiplied by 2 and that (d) is multiplied by 2 1/γ .
We prove the two main conditions above. Proof: First, note that
.
As ζ (γ , n) tends to be zero for large n, e(d )/e(d) will approach to 2.
Let us consider now i (d ).
Note that 2n−1 j=n j −γ is approximately zero for large n. For example, for γ = 2.3 and n = 100, we have that 199 j=100 j −γ = 0.0012 and that for n = 1000, we have that 199 j=100 j −γ = 5.710 −05 . Therefore, we can use:
Note that these results are in agreement with the results in [25] .
These results permit us to prove the following result.
Proposition 1: Let G n be a graph of n vertices built from Equation 7 with a given γ . Let d its degree sequence and let e(d) and i (d) as above. Let C be the family of graphs
where G 2 k n are graphs of 2 k n vertices also constructed from Equation 7 with the given γ . Then, C is P-stable for 2 < γ .
Proof:
We prove this proposition considering Equation 2. That is, graphs satisfying
For G 2 k n with degree sequence d, this equation can be rewritten as
which will hold when
Note that if 
which is equivalent to
It is clear that for 2 − γ < 0 (i.e., the condition 2 < γ in the proposition) we have that for integer k such that
Equation 17 holds and thus, Equation 16
also, and the proposition is proven. Note that for γ < 2 we cannot state that this family of graphs is P-stable, but the result does not forbid them to be.
IV. NEW RESULTS ON P-STABILITY
In this section we present some new results about P-stable graphs. We begin with some simple results that are of interest later.
Proposition 2: Any subset of a P-stable class of sequences is P-stable.
Proof: Naturally, if C is a P-stable class of sequences and satisfies Equation 1, any subset of C will also satisfy Equation 1.
In the remaining part of this section we consider the problem of defining classes of P-stable graphs that contain a given graph.
Lemma 1: Given a graphical degree sequence d = (d 1 , . . . , d n ) there is always a polynomial such that 
EMERGING TOPICS IN COMPUTING
Proposition 3: Let C be a P-stable class, let G be a graph with n vertices, let C n be the graphs in C with n vertices. Then, the class C = C \ C n ∪ G is P-stable.
Proof: According to the definition of P-stability there is a polynomial p that satisfies Equation 1 for the graphs in the sequence C. Let p be the polynomial that according to Lemma 
Note that the class C = C ∪ G is also P-stable. In fact the union of a P-stable class and a finite (arbitrary) class is also P-stable.
Proposition 4: Let C be a P-stable class, let C f be a finite class of graphs. Then, the class C = C ∪ C f is P-stable.
Proof:
The proof is analogous to the one of Proposition 3 defining p = p + g∈C f p(g) where p(g) is the polynomial of graph g in C f . Note that this approach is only feasible because C f is finite.
This result permits us to prove the next corollary, which generalizes Proposition 1. Note that now we have in class C all G 2 k n for k ≥ 0 and not only some k after a certain
The corollary follows because there is only a finite number of integers k < k 0 .
Corollary 1: Let G n be a graph of n vertices built from Equation 7 with a given γ . Let d its degree sequence and let e(d) and i (d) as above. Let C be the family of graphs
A. EMBEDDING A GIVEN GRAPH INTO A CLASS
As stated above, in practice we only have a single graph and, thus, the problem is to classify it, or to embed it, into an appropriate class. Proposition 3 establishes that we can always embed any graph into a class of P-stable graphs. We give now an example of such embedding. We build a P-stable class from a given graph. Let us first consider a class of P-stable graphs.
Proposition 5: Given an integer n 0 , let C be the class of graphs with n = n 0 vertices with degree sequence d = (1, . . . , 1, 0, . . . , 0) . The class C is P-stable.
Proof: Note that 2 (d) = 1 and that (d) = 1, and e(d) > 0 for any of the graph of C. Therefore, the equation of Theorem 2 applies.
We consider a graph transformation algorithm that given a graph reduces its maximum degree. We will use this transformation to define a class that degrades the graph smoothly and is P-stable. Step 2. Select a vertex k connected with i.
Step 3. Define G = (V , E ) by V = V ∪ {n + 1}, and
This algorithm can be repeatedly applied to any graph to reduce its maximum degree at will. Let seq n (G) denote the application of the algorithm above n times. That is, seq 1 (G) = seq(G) and seq n (G) = seq(seq n−1 (G)) for n > 1. Then, we can prove the following.
Lemma 2: Let G be a graph with degree sequence d = (d 1 , . . . , d n ) , let G = seq(G) according to the algorithm in Definition 4. Let d = (d 1 , . . . , d n+1 ) the degree sequence of G . Then,
. Using the lemma above, it is easy to prove the following proposition.
Proposition 6: Given any graph G, for a value of n large enough, there is a graph G = seq n (G) with degree sequence (1, . . . , 1, 0, . . . , 0).
We use the algorithm seq in Definition 4 to define graphs with an arbitrary number of vertices, and then a class of graphs.
Definition 5: Let G = (V , E) be a graph with n vertices, and let n ≥ n be an integer. We compute G n from G recursively as described below. Note that in this algorithm G = G n −1 is a recursive call to this algorithm and that G will be of the form G = (V , E ).
Step
Step 6.
otherwise, return (V ∪ {n + 1}, E ).
Step 7. end if Step 8. end if
Step 9. end if Definition 6: Let G be a graph with n vertices, we define the class
where G n (G) is defined according to Definition 5. Proposition 7: The class of graphs in Definition 6 is P-stable.
Proof: First, note that for certain n 0 > n we will have degree sequences of zeros and ones and that such sequences define a P-stable class. Therefore there exists a polynomial p 0 that satisfies Equation 1 for these sequences. Let p m be the polynomials according to Lemma 1 for graphs G m for n < m < n 0 .
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Then, the following polynomial satisfies Equation 1 for all graphs in class C(G):
This last result implies that given any graph, we can define a class of graphs that is P-stable. It can be seen as a proof by construction of Proposition 3.
The class contains graphs that are similar in terms of edge rotations of the initial graph. Note that given G, C(G) contains graphs at edge rotation distance of one, of two, and so on. Both Proposition 3 and the construction in this section imply the following results.
Corollary 2: For any degree sequence d, there is a fully polynomial almost uniform generator for G(d).
Corollary 3: For any degree sequence d, there is a fully polynomial randomised approximation scheme for |G(d)|.
These corollaries follow from Proposition 7 and Theorems 5 and 6.
B. THE NATURAL CLASS OF A GIVEN GRAPH
The results obtained so far in this section show that, in general, for any graph G if C is a class of P-stable graphs, then C ∪ {G} is also P-stable. Then, results imply that there are polynomial almost uniform generators for this class. Nevertheless, in practice the algorithms may still be computationally demanding. This is so because the polynomials of Lemma 1 may have large values of k 1 .
Because of that, and in order to have a better classification of a graph, we think that it is of relevance to find a class of graphs that are similar to the given one. We define this class as the natural class for the given graph. We can then check whether this class is P-stable. As in applications graphs are usually scale-free, we define this class in terms of the scale-free networks that have the same parameter as the one of the given graph. That is, if G is a scale-free graph with parameter γ , then we state that the natural class is the one defined by the graphs following Equation 10 . This is defined next.
Definition 7: Let G be a graph and d = (1 n 1 , 2 n 1 , . . . , r n r ) be its degree sequence. Then, the natural class of graph G is the class of graphs G n for arbitrary n with degree sequences d(G n ) as defined in Equation 10 and γ being the solution of the following minimization problem:
V. DISCUSSION AND CONCLUSIONS
In the introduction we have reviewed how graphs are protected in data privacy. One approach is to replace a graph by another one with the same degree sequence. Alternatively, when a k-anonymous degree sequence is required, we first find a degree sequence with this property from the one of the graph and then select a graph from it. For example, there are several graphs with the 3-anonymous sequence d = (3, 3, 3, 1, 1, 1, 1, 1, 1, 1, 1, 1) .
Two of them are given in Figures 1 and 2 . = (3, 3, 3, 1, 1,  1, 1, 1, 1, 1, 1, 1) . FIGURE 2. Second graph with degree sequence d = (3, 3, 3, 1, 1,  1, 1, 1, 1, 1, 1, 1) .
In these problems it is of relevance how to draw one graph from the set of all graphs with a given degree sequence. For example, how to select randomly and according to a uniform distribution among the two graphs of Figures 1 and 2 . The interest of sampling according a uniform distribution is to avoid bias in the selection of the graph. That is, to avoid for example that the chance of delivering a graph similar to the original one is larger than the chance of delivering another graph. Since social networks may have a large number of vertices, this has to be done in an efficient way and from an unbiased distribution.
It is also relevant to know the number of graphs that have a given degree sequence or a similar one. This is to quantify the risk. The larger the number of graphs, the more secure is the degree sequence. So, among several k-anonymous degree sequences that are similar to the original one, we would prefer the one that corresponds to more graphs.
The results in Section 4 imply that for any graph we can find a P-stable class and, therefore, we can draw a graph according to a uniform distribution using a polynomial algorithm (see Corollary 2) . For example, we can use the algorithm discussed in [17] , which starts with a given graph and builds the new one by means of edge permutation. In the framework of data privacy, we can start with the original graph and the algorithm will lead to one that is drawn from the set of all those that have the same degree sequence according to a uniform distribution. Nevertheless, this result may be misleading as the P-stable class may be defined in terms of graphs that are very different than the given one. In addition, it may be the case that the algorithm required to find a graph from the uniform distribution is polynomial but with prohibitive constants.
In order to have a better estimation of the class of a given graph we have introduced the natural class of a given graph. It is the class of scale-free graphs with the same parameter as the one of the given graph. The natural class can give better estimates of the complexities than embedding the given graph into an arbitrary class. 
